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1. I ntroduction

MTreeDxis atool thatis beingdevelopedto ful Il agapin mostcurrently
available Multicast Network Managementools. Speci cally, thistool is be-
ing developedasan aid to diagnoseproblemsin NASA's multicastnetwork.
Managemenbf the NASA multicastnetwork presensereral uniqueresearch
challenges.

2. M otivation

Theimagesandotherdataacquiredfrom spacetelescopess distributedto
researchnstitutionsusinga multicastnetwork. The network managemould
like to preventunauthorizedhostsfrom joining thegroup. Detectingsenderss
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notdif cult; thetool cansimplylistenfor transmissionfrom unknavn sources
onthegroup.Detectionof unauthorizedeceverscanbetricky. Unauthorized
receverson a subnetwith no authorizedrecever canbe detecteddy the pres-
enceof an"extrabranch'in themulticastdistribution tree.We areinvestigating
techniquego usemtrace[3] or similar tools to generateanddisplaythe cur
rentmulticasttree. Guaranteeinghe detectionof unauthorizedeceverson a
sharedmediasubnetwith authorizedeceversin provably impossible We are
investigatingrouterbasedechniquedo detectunauthorizedhosts.

Thesecondoroblemis thatof monitoringthemulticasttrafc. Severalcom-
mercialandopensourcetoolsareavailablethatrequirespeci ¢ feedbackrom
the network. For example,a multicastmonitoringextensionto a popularcom-
mercialnetwork managemergystenrequiresSNMP capabilitywithin thenet-
work. Mhealth[2] requirestcp reportsto displaylossstatistics.In theabsence
of rtcp sourcesr widespreadSNMP supportwe arecurrentlyevaluatingtech-
niquesthatinvolve placing"monitoring stations"at stratgjic locationswithin
the network. Thesestationscould usetechniquessimilar to thosedeveloped
for the MINC [1] project.

3. Features of M TreeDx
Currently themainfeaturesof MTreeDxare:

1 Displaysthe tree topology of group membersrom the perspectie of
the monitoring station[Fig. 1]. The groupmembershignformationis
obtainedfrom a pre-con guredlist of hosts.Eachhostdisplayincludes
its IP addresandthelastmeasuredound-triptime from the monitoring
host. We are currently investigatingrouterbasedtechniquego obtain
groupmembership.

2 Providesvisualinformationaboutall sendersactive, andinactive.

3 Providesvisualalarm,andlogsidentity of unauthorizedendefFig. 3].
A list of authorizedsenderss pre-con gured.Any sendemot foundin
theauthorizedist is deemedinauthorized.

4 Providesvisualinformationaboutauthorizedecevers.

5 Providesvisualinformationaboutcurrentlyunreachabldosts[Fig. 2].
Unreachabléostsare moved from the tree display and displayedin a
separatdist.

6 Providescolorcodedindicationsof the statusof anode.
7 Multiple session®f MTreeDxcanberunin parallel.
Anotherchallengeof creatingatool like MTreeDxcomesfrom its require-

mentasan integratedtool for both securityandtrafc monitoring. We want
to be ableto createfunctionality thatis commonto both securityandtrafc
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Figurel. MTreeDxwith oneactive sender
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Figure2. MTreeDxwith anunreachabléost
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Figure3. MTreeDxwith oneintruder

monitoring. For example,we are developing anintelligent display andlog-

ging system.Visualalarmsareanimportantcharacteristiof bothsecurityand
trafc monitoring. Given potentiallylarge networks, we aredevelopingintel-

ligentinterfacesthatwill allow the network administratorto prioritize, based
customizableules,portionsof the network currentlyin view.
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