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1. Introduction

MTreeDxis a tool that is beingdevelopedto ful�ll a gapin mostcurrently
availableMulticastNetwork ManagementTools. Speci�cally, this tool is be-
ing developedasan aid to diagnoseproblemsin NASA's multicastnetwork.
Managementof theNASA multicastnetwork presentseveraluniqueresearch
challenges.

2. Motivation

The imagesandotherdataacquiredfrom spacetelescopesis distributedto
researchinstitutionsusinga multicastnetwork. Thenetwork managerwould
like to preventunauthorizedhostsfrom joining thegroup.Detectingsendersis
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notdif�cult; thetool cansimplylistenfor transmissionsfrom unknown sources
on thegroup.Detectionof unauthorizedreceiverscanbetricky. Unauthorized
receiverson a subnetwith no authorizedreceiver canbedetectedby thepres-
enceof an"extrabranch"in themulticastdistributiontree.Weareinvestigating
techniquesto usemtrace[3] or similar tools to generateanddisplaythe cur-
rentmulticasttree.Guaranteeingthedetectionof unauthorizedreceiverson a
sharedmediasubnetwith authorizedreceiversin provably impossible.Weare
investigatingrouter-basedtechniquesto detectunauthorizedhosts.

Thesecondproblemis thatof monitoringthemulticasttraf�c. Severalcom-
mercialandopensourcetoolsareavailablethatrequirespeci�c feedbackfrom
thenetwork. For example,amulticastmonitoringextensionto apopularcom-
mercialnetwork managementsystemrequiresSNMPcapabilitywithin thenet-
work. Mhealth[2] requiresrtcpreportsto displaylossstatistics.In theabsence
of rtcpsourcesor widespreadSNMPsupportwearecurrentlyevaluatingtech-
niquesthat involve placing"monitoringstations"at strategic locationswithin
the network. Thesestationscould usetechniquessimilar to thosedeveloped
for theMINC [1] project.

3. Features of MTreeDx

Currently, themainfeaturesof MTreeDxare:

1 Displaysthe tree topologyof groupmembersfrom the perspective of
the monitoringstation[Fig. 1]. The groupmembershipinformationis
obtainedfrom a pre-con�guredlist of hosts.Eachhostdisplayincludes
its IP addressandthelastmeasuredround-triptimefrom themonitoring
host. We arecurrently investigatingrouter-basedtechniquesto obtain
groupmembership.

2 Providesvisualinformationaboutall senders,active,andinactive.

3 Providesvisualalarm,andlogsidentityof unauthorizedsender[Fig. 3].
A list of authorizedsendersis pre-con�gured.Any sendernot foundin
theauthorizedlist is deemedunauthorized.

4 Providesvisualinformationaboutauthorizedreceivers.

5 Providesvisual informationaboutcurrentlyunreachablehosts[Fig. 2].
Unreachablehostsaremoved from the treedisplayanddisplayedin a
separatelist.

6 Providescolor-codedindicationsof thestatusof anode.

7 Multiple sessionsof MTreeDxcanberun in parallel.

Anotherchallengeof creatinga tool like MTreeDxcomesfrom its require-
mentasan integratedtool for both securityandtraf�c monitoring. We want
to be ableto createfunctionality that is commonto both securityandtraf�c
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Figure1. MTreeDxwith oneactive sender

Figure 2. MTreeDxwith anunreachablehost
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Figure 3. MTreeDxwith oneintruder

monitoring. For example,we aredevelopingan intelligent displayand log-
gingsystem.Visualalarmsareanimportantcharacteristicof bothsecurityand
traf�c monitoring. Givenpotentiallylargenetworks,we aredevelopingintel-
ligent interfacesthatwill allow thenetwork administratorto prioritize, based
customizablerules,portionsof thenetwork currentlyin view.
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